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Seclur'itjf atGAO

Ttghtened After

Soviet’s Quenes
By Charles R.. Babcock

Washington mswrwnur wa
On Jan. 19, 1979;: Vladimir Kva- B
sov, a naval attache at the Soviet™
Embassy in Washington, walked into
the General Accounting,{ Ofﬁee head-”‘,‘;
quarters here and asked for alist of |
numbered reports on~U. S mrhtary b
affairs. . S nhn-bﬂmm gl
Foreign attaches are' sort. of legal
spies and it is not. unusual for them:
to travel around - to-:government :
agencies collecting public documents.: -
In fact, later that year Kvasov trav--]
eled to Nevada, tailed all the way by ‘-
'FBI agents in western garb* ‘and ‘col--]
“Jected unclassified documents'about ] 3

' "covet any mfermatxomthat could:, be 4

investigate. ‘A- months-long’ ‘counter-,

“said. But a companion check of se--

possible MX missile basing sites.~
But on this trip to the GAO, Kva-
sov asked for several highly classified |
reports, in addition” to the publicly |
available ones. Some of them hadn’t
even been prmted at the txme, much N
less issued. inE bR, e
The  Soviet attache apparently it
wasn't given the: classified »docu-7
ments he requested. But. faint alarm-:
bells sounded. A week later a secre- 4
tary in the office sent her boss a note:

- The. security check found classified |

saying, “It seems unusual that this'
person should have accurate num-
bers, - prior. to pubheatton, “for’ so
many* reports  that: have: mtncted
.access.”. No superior, ‘z;ygz,ged'n on’ ‘the J
information; however.~
~ Three months_ late&l(vasov was:,
.bac&agam'l’hlstrme sxgnedmto*
visitsthe -public: documentsr TOOM.
But R apparently: strolled’inaccom -]
panied through': the’ >Building “first |
because ‘he dldn't“slﬁ?v}"\lp ‘at the
document room for nearly half an.
hour. . e ‘”ﬁg»., g

When he did, he xequeeted several
- more classified reports;’ including one:
dated only two dpys earher, on the4
electronic jamming- system of 1he
. EF111Asfighter-borher. 55 .t

0

: Accordingly, during the preparation .
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" The  plane is ‘capable of carrying
nuclear bombs over the Soviet Union -
from:bases in Britain and West Ger-.’
‘many.- The Sowets*obvtously would..;

et American radar jam-

immgasys‘]
‘even:been’ senﬁ‘to ot.her, agencxes for”
‘comment .at the; tlme, a secunty re: ]
wew founds: .77 :

* Again, theres no slgn the* Sovxeb*v
'ofﬁcer*was gwen the secret, reports.
:But the senesaof visits- +aised. trou-
“bling: quatmnszHow “couldKvasov'-

“know -the- numbers “of ;reports ‘that
,hadn’t even:: *been issued? Did ke
,have inside help‘y Was. there a Soviet
“mole”—an’:: msxde source—in- the
. mvestxgatxve arm of Congréss? ;.
< The FBI finally was called? i m to

intelligence i inquiry couldn’t find any
““mole,”: *law: - enforcement sources -

- curity, measures at the GAO _uncov-4
- ered several weaknesses. ;: ;
- Although less than 5. percent of
“the GAQ's-reports .are- classified,"its
weapons system analysts have access’
.to much highly: classified material.”

‘work papers.in unlocked: filing cab-
.inets and microfiche (sheets of mii--
crofilm) of classified reports mixed
‘in with unclassified material. The.
check led in August to a tightening
“of procedures by then-Comptroﬂer"
- General Elmer B. Staats. ity
;;j -In: avmemo to-all his dmswn dr-»;
lrectors on ~Aug. 3, 1979, Staats an-’
: nounced several changes™to restrict
- access’ to classnﬁed materlal and :
“added: : :
) “Fmally, I frequently get the feel:
" ing that some of our reports are clut- |
tered with'a lot of precise classified,
.data that is not essential to-an. un-j
derstandmg of our report message. :

“of reports the staff should - ‘write-
“around’ ‘such data whenever feasrble.u
- While such efforts might not permit’

declassifying the entire report, the-

amount of data subject to bemg
‘compromised will be reduced.” "

|
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‘Nearly 2% years later, the new
security system is still not complet,e~j
ly in place, and GAO officials con- ]
‘cede that a Vladxmnr Kvasov could
still walk mto the buxldmg unchal-
In a’ recent telephone mtemewu
-Staats said: he recalled the concern
.generated by the- Soviet attache’s?
{visits and ' requests. “I asked -[FBI+
:Director . William.. H] . Webster to
“come in and check it out,” he said."
“He acknowledged that the GAO was-]
concemed about the powbxhty of aJ

mOle. ’3 5»«4 KT

B 5 never saw the FBI’s wrmen
report. What we did as a result was |
decide to put in a whole.lot of ad-
ditional security.” This included pro--
~cedures ‘such as” an- electronic pass .
_system like the-one in use at. the .
~FBI, ‘and. closmg off - stairwells, -

. Staats recalled. : C s raeg
_The story of the Sowets’ intemt
:'in the GAO and . the security over—
" haul there was raised recently by
- Ralph.C. Sharer Jr., a former GAO
" auditor who is- now facing dismissal
; on unrelated matters from his job at
the National Aeronautics: and Space
Admmrstratlons inspector general
office E ity o LRl N

- Sharer sard, ‘when contacted by a
reporter; ‘that: he- ‘worked with ‘the
FBIonwhatheeallsthe“Wadxmxr

affair. He left the-GAO last year’
after he criticized the agency “secu-
“rity leadershxp and was reassxgned, |
he said. . : e o
- “GAOsecuntywasv:rbnaﬂynon
exmtent, he said. “There was a high
probablhty that the Soviet. imtelli-_
1 gence services were successful in ob-
t taining- mtemal GAO: mfon'nahon.
‘He. also ‘contends - that -the" GAO .
botched any chance to find the pos-
- sible: inside- source by warning the |
weapons tanalysis division- that it
mnght be'the target of Soviet spies.
Sharer-also has told his story to !
Congms- ‘A ‘member of the investi-"
_gative staff of Sen. Orrin G. Hatch
"(R-Utah) said the FBI authenticated 1
“ the documents in a 200-page report
Sharer ﬁled in the NASA case. He
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" "After- joining the GAO in 1976, |
Sharer saxd he rose-from GS3 to
- GS13 in. four years-and received two-
‘merit.commendations: for his - work.
" In 1978 he was selected to go to the
‘»Pe‘ntagons Defense Intelligence-.
~School. :
* When he graduated in June, 1979,
:he worked for a few months on the
Kvasov incidents and briefed Staats
.on what he saw as the agency’s se-
‘curity weakmesses. But former col-
‘leagues. . interviewed - during the
_NASA case-said he began to have a.
‘“ﬁxatxon over:intelligence matters..

" He was taken- off the case after
: refusmg to give classified documents.
:to Clario Pin, a top administrator at:
“the GA(} who had. been in charge of
: i RASEURS, W i B

R & thwght he: [Shaxer] was, seeing |
thmgs under the ‘bed,” Staats: re-
called. “He’ would add two_and two |

andgetalotmoreoutot‘lt”than
four. Sharerscurrent: troubles at
NASA began early. this year when he
filed-allegations-of financial miscon-
duet: agamweoﬂeagueerm the:IG's’
office - theren: His:.firing <was* ‘Fecom-
mended: early:this' menth after an-’
‘other IG “office"studied his charges
‘and found"therh groundless. ‘The re-
‘port” * included, "derogabory remarks
.from GAO, emptpya about Sharers:
credlbthty i
' Sharer- counﬂered ha pag

,rebuttal mcludmg the. outhna of
.the GAO/Sov:et story. | He raised. the’
'msue,,he sagd, to.show. that his for-
ﬁmes coﬂeagua-tned to discredit. him
because he had’ uncovered GAO-se=
-curity- . problems - they didn’t: want
€XPOsedhis i WS s 5T L
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- Staats said he felt the Soviet at-
tache could have obtained the num-

"bers of the reports elsewhere. - -~

- David Ryan, security officer at the
FBI at the time the bureau was first
mformed of Kvasov's visits, said in a
recent -phone ' interview. that he
worked on the GAQ’s security review

task force until early 1980, as an

agent, and then after he retlred asa
consultant for GAO.

Ryan said his group revwwed the
hiring and. secunty checks . policies,

the physical security of offices, locks

and safes, and the protection of clas-
sified documents. After the review
was completed, the -agency began a
series of improvements. in its head-

‘quarters: and . sensitive" reg:onal and

foreign offices. = «&maa..,,.,.

~ He said he’s oormneed the secu-
ity system there is now comparable

to any US. agency outside the Pen-

‘ tagon and intelligence agenc:es. o

“ Charles”Bowsher, the new comp-

‘troller” general, said in a recent
phone- interview that he was briefed
-on the Soviet attache’s actions and is

satisfied with the new. security steps.

He- noted, however, that _the new

electronic security pass system will

not be in place until next spring. =

Declassified in Part - Sanitized Copy Approved for Release 201 1/12/28 - CIA-RDP90-00965R000100270059-1

<



